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Conpy MsCormack

From: ' Conny McCormack

Sent: : Monday. July 01, 2002 8:11 PM
To: ' msmith@ss.ca.gov’ S
Subject: FW: Follow-up re VSP Advisory Group
John,

Could you please forward this to Lou Didier and Bob Jennings as | guessed at their email addresses
and both were returned to me by system administrator. Thanks. -

P.S. | hope you had a nice week's vacation. , H ,,

PPS My reply to the latest SOS survey re P’rbb'41- will be faxed to Bruce McDannold before 10 a.m.
tomorrow (I finished it but there is no one here to ask how many PAVs we had in March 2002). Sorry
it is a day or two late. | am interested in knowing how other counties answered 6,8 and 9.... -

we==Qriginal Message-----
From: Conny McCormack

Sent: Monday, July 01, 2002 8:07 PM

To: ‘Ididier@ss.ca.gov’

Cc: Jmsmith@ss.ca.gov'; ‘bjennings@ss,ca.gov’
Subject: Follow-up re VSP Advisory Group

As | mentioned to you at the CACEO conf. last Wed. in San Diego, | think it is imperative that the new
Advisory Group (of registrars/assts) of the VSP be given an orientation to include a clear definition of
our role in the process of examining/assessing new voting technology. In discussing this topic with
other new members of tis Advisory Group they are in agreement. It needs to be clarified that we are
looking only at the OPERATIONAL issues of the systems from the perspective of administration for
registrars and operational ease/difficulty for voters. 1 believe several of the questions on the surveys -
we were asked to complete on the 2 systems we reviewed on June 18 did not fall into this category
and actually asked for our opinion of the software (which is why | refused to answer those). |, and
other members of the group (with the possible exception of John T. from Napa) am unqualified to
make any such comment/assessment. The orientation should include something in writing (for us
and ;‘or our successors) and also in person at the next VSP mtg (or a conference call would work
also). - —

Additionally, | want to let you know that just last Thursday (after | retumed from San Diego) the L.A.
County Grand Jury issued their annual report. A small portion of the report commented on electronic
voting equipment (quite negatively and, of course, with littie knowledge). Many months ago several
of the Grand Jurors came to our office to see our DRE equipment. Although we explained the
national and state testing of the hardware/software prior to certification, one of their many questions
had to do with whether or not this testing included its suseptibility to sabotage via large magnets
being dragged on or very near the equipment (don't ask me who they think might/would do this....a
voter, a campaign person wanting to "wipe out” votes in a neighborhood that is known to be heavily
partisan in the opposite direction of that person’s campaign. efc...) We told them at the time we did
not know specifically whether or not magnets were part of the testing. Of course, their comment re
magnets appeared-in the report along with other suspicions - now 1 am legally required to respond to
their report. Can you tell me whether or not magnets are part of Sec of State testing or if you know
whether or not this is part of Wylie/other labs at national level? '

Yesterday's LA TIMES included a ‘Ie‘ngthy article re the Grand Jury's findings of which 2 paragraphs
were devoted to the Jurors negative/cautionary assessment of electronic voting equipment. ['ll fax
you the Grand Jury report (5-6 pages) and the LA TIMES arlicle for your info/files.

On another topic, Lou | know you were expecting some of the ViMB Members to come by the annual

conf. to see the voting equipment/vendors. | never saw any of them or heard that any came by. Did
they? R s : o
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°  GOVERNMENT OPERATIONS COMMITTEE
Electronic Votiﬁg Mathmes |

BACKGROUND

Many areas in the United States conduct their voting activities bv using a punch-card ballot

svstem. In the County of Los Angeles, the voting apparatus has ccnsmted of a flat metallic box-

like structure with a narrow slit along one end into which a cardboard votmg slip is.inserted. The

card is printed with a rectangular area on one side filled with squares, in vertical and horizontal

rows. In the center of cach square is a small rectangular area delineated by an incompletely

perforated border. - Attached to the metal box is a small punch with a narrow end. In voting. the
voter applies this punch to the area surrounded by the semi-perforation. This portion of the card ‘
(called a “chad™) is punched frec’ when a vote is recorded and falls into a shallow container on the
bottorn of the voting apparatus leaving a small-hole in the votm\, card.

A voting booklet is atrached 1o the voting device directly over the pocket into which the voting
card is slipped. This bookler contains the names of candidates and the options on propositions
and proposed legal changes. Each page of the booklet contains a vertical list of the candidates
for a specitic ofﬁce or the options for a specific proposition. Aligned to the right of each listis a
vertical row of holes in the booklet’s page. A person votes by using the attached punch to make
a hole in the voting card through the hole in the booklet’s page adjacent to the name of the

‘ candidate of the voter’s choice. The vertical holes in the pages of the booklet cover a specific
vertical row of squares on the voting card. Turning the page in the booklet presents a new list of
candidates for a different office, and a new row of vertical holes. The vertical rows of holes in
the pages of the booklet move across the voting card beneath to present a new area of the card for
each change of page in the booklet. That is, for each different office or proposition being voted

. on, a different vertical row of squares on the voting card will be punched. At the end of voting

one has a card with several vertical rows of squares with and without holes punched in them.

The size of the booklet depends.on the number of offices and propositions: being voted on and
will vary from district to district. The characteristics of a voting area, its ethnic and national
background and the language characteristics of its people, determine the number of languages in
which the booklet must be pnnted In 1984 the California electorate, by a large majoriry, passed
Proposmon 38, mandating the elimination of multilingual ballots. It was the general public’s.
opinion, in California, that United States born citizens of voting age should be expected to be
competent in the English language, and that naturalized citizens. in becoming naturalized, would
be required to demonstrare a reasonable competence in the English language. In voting matters.
however, Federal regulations take precedence. If there are 10, 000 or more of a particular
language group within a district, instruction booklets must be made available in that particular.
language. InLos Angeles County in the last election, pre-election instruction booklets were
necessary in seven d1fferent lanquaees ‘The booklet attm,hed to the voting machmc was only in
English.
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‘persont withdraws the voting card from the voting device and pldces it in

a large ballot box, which also holds the ballots from other voters in that polling place. Atthe end’
of the day’s voting these cards are collected from the polling areas and transferred to a central ,
location. Here they are fed into a tabulator where the numerical vote is determined by a scanner,
which reads the various holes that have been punched in each card. -

Under this system. to vote. all a person must be able to do is: (1) to read the booklet regarding

candidates and office, or the propositions by name and huﬁi’be:‘,, ( 2) to wurn the pa&ge;and (3) to:

make a hole in the voting card with the avty‘gach‘ejdl‘punchgy '

In the last Presidential election many counties in the State of Florida also used a punch-card form
of equipment for voting. After the votes were col lected, but while the votes were being counted,
several complaints surfaced. The Florida system used what was called a “'butterfly” ballot. The
line of holes to be punched was not along a single line of choices. Ratkier, it was between two
vertical lists of candidates, with some misaligmment betsveen the candidates’ names and the holes
to be punched in the pages. It was claimed that there was some confusion as to which hole should

be punched for which candidate. This led to complaints that some voters had misread the ballot -
and mistakenly voted for the wrong candidate. It was certainly a complaint that could notbe
verified, nor corrected, if verified, after the ball d been gathered together and run through
the counting scanner. ' : Do R e g -

Then there was the “chad” problem. As more people vote, there is a build-up in the number of
paper chads in the collection box. If this chamber is not periodically emptied. the build-up of the
paper chads will impair the action of the punch. The chad may niot be punched completely free.
leaving a “hanging chad” of varying degrees of separation from the card. -As the chamber
eventually fills. it may become impossible for the punch to free the chad at all, leaving only a
“dimple” in the voting card. If the punch does not leave an adequate hole for the scanner 1o
identity, the counting machine will not register a vote.- In Florida, the counting machines did not
register a vote for some candidates on some of the ballots. Critics claimed that the “no vote™
ballots were incorrectly registered. It was claimed that by not counting these ballots, voting
authorities had deprived people of their right 1o vote. The authorities attempted to solve the

* problem of missing votes by a hand count of the ballots rejected by the scanner as “not voting.” |

allot could not be identified. The officials
hads and dimples were really uncounted
attempts to vote. There was much debate and effort expended in this hand counting of the
machine-discarded ballots, especially in trying to determine if a "dimpled™ ballot really
represented an unsuccessful attempt by the voter to vote. People doing the counting frequently

Obviously, the original voter of such a particul
doing the hand count tried 1o decide if hanging
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disagreed on the interpretation of the same bauot;m many cases there was controversy over

whether or not a particular ballot was “dimpled.”
Consequently. the punch-card sysrem, itself, was criticized.

The problems in Florida were not present in California. In California there was no butterfly
ballot. In the voting booklet there was a single page for each office, one list of candidates per

row of punch holes, one list per page. and po mar. xin for misunderstanding. The names of the
candidates were aligned with the row of holes to be punched. The collection boxes were

recularly emptied. Hence, no chads, hanging or otherwise, interfered with “punching a hole.”
There was no confusion of “dimnples™ as an uncounted but intended vote, as punching regularly
produced a hole, which was counted by the scanning machine. Voting and counting appeared to
be straightforward. Mail in ballots are of the punch-card variety, using a single card with the
various squares in which holes are to be punched. Such cards are counted in the same manner as
the cards collected from the voting booths. -~~~

Because of the national furor, the Secretary of the State of California, in 2001, decertified the
punch-card voting equipment, indicating that the equipment was to be replaced as'soon as
possible. In February 2002, the Federal government was more specific and ruled that the
equipment must be replaced in time for the 2004 elections. ' : .

- OBJECTIVE

The objective of the Government Operations Committee was to evaluate the proposed electronic -
voting machines and to compare them with the recently used voting devices..

METHODOLOGY

The Committee visited the offices of the Registrar of Voters to examine models of the proposed
electronic voting machines. Voting officials were available to discuss their plans. Management
and engineering personnel presented the equipment and discussed designs of the current first
generation model and proposals concerning future designs to the fourth generation models -
currently on the drawing boards. Use of the current model was explained, and the Committee
participated in a hands-on practice of voting using the demonstration model. Details of the
possible variations in its structure, the flexibility in its operation. the possibilities of its
malfunctioning, and the chance of its being sabotaged, were studied. Pertinent comparisons
between the old and the new systems were made. -

31
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FINDINGS
The first generation electronic model voting machine was both large and heavy. It resembled.
somewhat, a small microwave oven with the voting surface on the top appearing like the front of
a desktop computer. The “yoting booklet™ was pr:ogrémmedrint’oi the machine as software.
Visible directions were projgcted on the face of the maci ine through the programuming system.
"The print of the projected instructions was sufficiently large to make reading €asy. The voter
“rurned pages” by wuching the proper area of théfsup:fa&_::,l(}ﬁe voted by touching the area
indicated for the particular candidate. This touch registered on the tace of the machine and also
on an internal counter. Correcting a voting error was performed by touching a “change” or
werror” button. The voter could review previOlls"‘pﬁg%"f and correct votes in a simple way.

When finished and satisfied. the voter so indicated by the proper touch. it was then that the.

internal counting was recorded. The machine accgmulated‘the voting done on it. so that the count .

on each machine was completed when the voting day was done. At the close of voung it was
possible for each machine’s count to be transmitted by wire to a central area and combined
electronically with the counts from the machines of many other areas. ‘Under most Cireumsiances
the speed of counting was a great improvement over prior voting systems. Very little
“manpower” was needed n counting. The equipment software could be programmed and
reprogrammed 10 satisfy the variations in candidates and clection questions from one district to
another and from one election to another. Language variations could be handled ina similar

fashion, by an operator’s appropriately»prqgramming;the-soft‘ware.' -

Tt appeared possible that absentee electronic voting might be managed through personal
computers and/or through the Internet. SN . S

On the other hand, voting by simple méﬁi-vin bfal,lots was not amenable to this systern-. ;_Mailain
voting would require another system, such as the prior used punch-card ballot. '

The difference in the cost of the necessary software and its periodic repro.grdmmiﬁg.,'from the:
cost of printing and distributing multiple voting card forms, was not determined: but the

Committee estimated that the difference was not a significant factorin the evaluation of the two

systems. The varieties of the pre-election instruction booklet would be the same for the two
systemns. The operation of the electronic raaching once programmed, versus the handling and
collecting of voting cards during voting, would probably be a plus for the new equipment. .
Voting for a write-in candidate on the electronic machine was as easy as voting for a write-in

candidate on the punch-card.

The size and weight of the latest model electronic machine were marked disadvantages compared
to similar features of the machine. Polling places have been staffed, in large part. by elderly
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 retired people. Moving the available elecironi¢machines around, before and after voting hours.
could be a difficult task for such people. While the projection for future models of the electronic
device suggests a thin. lightweight laptop computer-sized mstrument. this development has not
yet materialized. . . ' ‘

The equipment was used in selected locations in elections in 2000 and 2001. The public reaction
was positive and voter confusion appeared minimal. Programming election and candidate
variations and allowing write-in choices were easily implemented by the equipment software. A
large mass of voting cards, their storage and ¢o mting were not necessary.: Computenized
counting took place during voting. : Rt

The Registrar of Voters was considering increasing the size of the current local voting areas.
There would be fewer but more centrally positioned voting centers in.common gathening places
such as shopping malls. It was conjectured that such voting areas with fewer electronic machines
could accommodate larger numbers of voters in shorter times, thus reducing equipment and
manpower costs. NOt 100 mu ‘h consideration, here, however, has been given to the fact that such
fewer stations would increase the average distance for a voter to travel to vote, and would

provide greater travel problems for the elderly and those without personal means of

transportation. Preferred parking for voters and politcally provided transportation were

considered as ways to improve this situation.

The cost of the electronic voting machine, then about $5.000 each. Was expected to decrease to
abourt $1.000 as its design and engineeringimp'mved. With about 5000 voting areas in.the Los
Angeles County and an average of 4 devices per polling station. the County would need about

20,000 of the new machines, at a cost of at least $20.000.000. These electronic devices would be
expected to have shorter functional lives and higher repair costs than the current equipment.
Proposition 41 on the March 2002, ballot requested voter approval for the State of Califorma to
spend money on these machines. The amount requested included $67 ,000,000, the estimated cost
for the purchase and upkeep of the electronic voting machines needed in just Los Angeles
County. (Addendum: On March 5, 2002, Califorma voters passed Proposition 41, the Voting
Modemization Act of 2002, by a vote of 2.229,531 10 2.103,265. authorizing a bond issue of
$200,000,000.00, to purchase and maintain new voting machines. The cost of the punch-card
machines has long since been amortized. The repair and servicing requirements. for the punch-
card equipment are minimal. : s \ : :

The Government Operations Commnittee of the 2001-2002 Los Angeles County Civil Grand Jury
questioned if enough consideration had been given. by the designers of the electronic voting
machine, to the system’s integrity and security during the voting process and during storage.
There is a potential for sabotage and malicious interference in our society that the Committee telt
should be recognized. Care should be taken to minimize this danger. Electrical problems such as
a local power outage. a surge or a disruption of any kind could affect any electronic equipment

(¥
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then in use. Prolonged outages could delay voting. Transmission line problems could delay the
transfer of data to centralized areas. Anindividual in. or near, the voting area. with asmall
container holding specialized electronic equipment. might be able 10 affect the operation of the’
voting machines during their use. B ~ :

The function of the machines might also be disturbed before voting started, while the machines
were in storage. The voting 'rt:sults'themSelvesjappe’aredivulnérabl"e. They could be corrupted
through the electronic processes involved in voting; disrupting the “ballot™ presentation process.
through the storage and counting mechanisms or during the transmission of the voting dara to
central arcas. Such darta loss would be as permanent as the loss of bundles of “punched cards.”
Absentee ballots voted electromically ‘would be still moi ifficult to protect. It is probable that
the more anti-social individuals in our society would consider the rechnology of such machines
as a tempting challenge, to see if the instrument could be functionally upset, if the system could
be made inoperable. Using an Electromagnetic Pulse Device, (EMP), such people could cause a
near instantaneous and totally disruptive effect on the operations of the voting machines,
particularly on the tapes, the disks, adjacent circuits and other storage systems, if these elements
were not properly shielded and protected. “The United Suates House of Representatives’ '
American Services Committee report, HASC 106.31, October, 1999, titled EMP Threatsto U. S,

Militarv and Civil Infrastructure descﬁbesys’uchﬂ;reats.lnk ases of electronic absentee voting,
such interference by malicious people would be even more difficult to prevent. ' ~

[t was while this study was being finalized, February 2002. that the Federal Government
mandated the elimination of the punch-card system. This Committee feels the mandate may
have been a bit premature. Except for the Florida problem. the punch-card system has been used
successtully for many years. It seems possible, 1f not probable. that in Florida, the difficulty with
the system was an inappropriate application of the system. rather than the system itself. While
the electronic voting machine offers much promise. it is currently bulky dnd heavy and still far
too expensive. It's susceptibility to interference and sabotage needs further testing. While
improved machines are being developed, they should continue 1o be tested regarding their
acceptarnce by the public. their accuracy, their cost and their safety from interference. If
advanced models test satisfactorily and continue to compare equal to or better than the punch-
card system, then the latter system could be eliminated. ' '

Everyone concerned should always remember the age-old adage. “If it ain’t broke, don’t fix it!”
Especially. dou't. if it’s going to cost alot of money that isn’t available!

-
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GO\{;ernment'Operations Committee

E{ ECTRONIC VOTING MACHINES

RECOMMENDATIONS

12.

14.

_ functional disruption accidentally or through int

The Government Operations Committee recommends that the Board of Supervisors
should urge the Los Angeles County Reuistrar of Voters to evaluate more extensively

the electronic voting machine, during voung: 'espeei;illy as to its acceptability by the
voting public, the ease with which it is moved and handled, its vulnerability to
entional sabotage, and the accuracy

with which it secns to operate.

The Government Operations Committee recommends that the Board of Supervisors

should urge the United States Congressmen representing districts in the County of

Los Angeles to urge the Federal Government to rescind the mandate preventing the
use of punch-card voting techniques, until such time as a suitably constructed and
adequately protected electropic voling machine has been satisfactorily tested.

The Goverpmient Operations Comnittee recommends that the Board of Supervisors
should request from the Federal Government sufficient financing to cover the
additional cost that the County of Los Angeles will incur if forced to adopt a new
voting machine system before protection for the system has beep provided. especially
if the new machine involved must be adopted before the' machine itself has been
completely tested and proven. . S

The Government Operations Committee recommends that the Board ot Supervisors
should direct the County Registrar of Voters not to enlarge the area of voting districts
without improving accomnmodations at and transportation to the new polling places.
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